Easy creation and manipulation of digital images present the potential danger of counterfeiting and forgery. Watermarking technique which embeds a watermark into the images can be used to overcome these problems and to provide copyright protection. Digital image watermarking should meet requirements, e.g. maintain image quality, difficult to remove the watermark, quality of watermark extraction, and applicable. This research proposes Tchebichef watermarking along the edge based on YCoCg-R color space. The embedding region is selected by considering the human visual characteristics (HVC) entropy. The selected blocks with minimum of HVC entropy values are transformed by Tchebichef moments. The locations of C (0,1) , C (1,0) , C (0,2) and C (2,0) of the matrix moment are randomly embedded for each watermark bit. The proposed watermarking scheme produces a good imperceptibility by average SSIM value around 0.98. The watermark recovery has greater resistant after several types of attack than other schemes.
INTRODUCTION
The distribution and duplication of digital images are rapidly growing due to the advancement of multimedia technologies and computer networks [1] . The advanced media (e.g. image, video, and audio) can be altered effortlessly by assailants who can then claim its possession. In this way, owners, creators, distributors, and suppliers of that media, are hesitant to allow the conveyance of their records. This leads to scientists toward the development of multimedia protection schemes against illegal duplication, and redistribution. A new approach to secure and maintain the quality of the digital multimedia becomes the primary target of scientists in digital watermarking.
Most of watermarking schemes are performed in the frequency domains. The issues need to be addressed in image watermarking are imperceptibility, robustness, security and applicable. Image watermarking based on Singular Value Decomposition (SVD) can achieve a good robustness and maintain the quality of the watermarked image. In fact, watermarking based on SVD produce high computational complexity. Furthermore, Discrete Wavelet Transform (DWT) has been widely applied in image watermarking [2] , [3] , DWT provides excellent spatial localization and multi-resolution [4] . While, image watermarking based on DWT may not be implemented in any devices due to high computational cost during watermark insertion and extraction. Therefore, DWT is not popular technique in the commercialization and communication. Image watermarking based on Discrete Cosine Transform (DCT) may suitable for devices due to its high robustness and low estimated cost. Lai's scheme [5] presented DCT-SVD based on the human visual characteristics. The human visual characteristic can be measured by calculating the entropy and edge 1851 entropy of image pixels. This scheme can maintain the quality of watermarked image and it can achieve a good robustness. Furthermore, it can be seen from the limited works on [5] , Lai's scheme does not sufficiently consider the optimal threshold as a trade-off between robustness and imperceptibility. The robustness of Lai's scheme may need to be improved against noise additions. This paper proposes Tchebichef watermarking along the image edge using YCoCg-R color space. YCoCg-R color space is used to obtaine the decorelation of image pixels. In order to provide additional security, a watermark is scrambled by Arnold transform before watermark embedding. Embedding regions are determined based on the human visual characteristic entropy by measuring the entropy and edge entropy of image pixels. Selected blocks based on the human visual characteristic entropy are transformed using Tchebichef moment transform (TMT). TMT is an alternative solution to improve DCT performance in image watermarking with low computational cost using matrices. This paper also reveals an optimal threshold as a trade-off between imperceptibility and robustness. An optimal threshold is obtained by measuring SSIM and NC values against JPEG compression. JPEG compression is employed for finding an optimized threshold of Tchebichef watermarked images. Our scheme is designed to achieve high robustness and minimum distortion of the watermarked image.
PRELIMINARIES 2.1. YCoCg-R color space
Most of watermarking schemes are performed using YUV, RGB [6] , and YCbCr color spaces [7] . YCbCr has been widely used in image compression [8] - [11] , this color space is able to achieve a good decorelation of the color image. Selecting color space in digital watermarking is an important element when we implemented on the color image. This research proposes YCoCg-R to obtaine decorrelation colors. The convertion from RGB to YCoCg-R can be defined as:
The inverse of YCoYg-R color space is defined as
The YCoCg color space consist of three components Luminance (Y), Chrominance orange (Co) and Chrominance green (Cg). In [12] , the YCoYg-R color space has been applied to maintain the image quality and reversibility of image watermarking.
Arnold transform
A watermark image is scrambled by Arnold transform berfore embedding watermark. Arnold transform changes randomly the pixel position of an image using modulo operation [13] . Arnold scrambling transformation is given by:
' y x represents the vector position after shifting,
x denotes the original vector position before shifting, mod represents the modulus operation and N denotes the period of scrambling. In this paper, N is used as a key for embedding and extraction of scrambled watermark image. The inverse Arnold transformation is defined as: 
Tchebichef moment
This section discusses a briefly review of Tchebichef polynomials and moments. Tchebichef moments are computed using a set of orthogonal polynomials [14] . The Tchebichef moment can be defined by:
where f (x, y) denotes image pixels, M, N represent row and column size and m, n = 0, 1, 2, ..., N-1. The set {t n (x)} represents the recursive relation. The inverse Tchebichef moments is given as follows:
( y x f denotes image reconstruction. The kernel of TMT can be defined by:
The Tchebichef moments of the original image can be computed by:
where F is original image. The inverse TMT can be computed by:
where G is reconstructed image. The first four Tchebichef polynomials are given in Figure 1 . 
PROPOSED SCHEME
This section discusses the proposed embedding and extracting watermark. The watermark insertion and extraction steps are discussed in Sub-sections 3.1 and 3.2 respectively.
Proposed embedding scheme
Step 1: An image is splited into 8×8 block pixels. 
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Step 2: The binary watermark is scrambled using Arnold transform.
Step 3: Each image block is computed by human visual characteristics entropy:
values obtained of HVS entropy are sorted in ascending order. Select blocks that have the lowest HVS entropy value for embedding watermark. The human visual characteristic entropy has been used in the previous experiment in [15] , [16] and gyrator domain [17] . This method can improve the imperceptibility of the watermarked image.
Step 4: TMT is applied on each selected block.
Step 5: Select C (0,1) , C (1, 0) , C (0,2) and C (2,0) coordinates on each selected block. These locations have potential to maintain the image quality and a good robustness. The Tchebichef moment of these locations are added value with watermark weight.
where T denotes by an optimal threshold, if the scrambled watermark bit W is 1, then W Q =1. Otherwise, W Q =-1. If the embedded scrambled watermark bit W is 1, then the moment is added by Q.
Otherwise, the moment is subtracted by Q.
Step 6: Generate the sequence random numbers using mersenne twister with a secret key. The watermark is randomly embedded in the locations of C (0,1) , C (1, 0) , C (0,2) and C (2,0) . Step 7: The selected blocks are computed by inverse TMT.
Step 8: Generate the watermarked image.
In this experiment, the location of embedding watermark has determined in C (0,1) , C (1, 0) , C (0,2) and C (2, 0) of the matrix moment based on TMT. These locations have significantly less error reconstruction and the watermarked image can achieve high imperceptibility using YCoCg-R color space. Due to improving the security level, we use Arnold transform to scramble the watermark and the embedding watermark locations are randomized based on a secret key.
Proposed extraction scheme
Step 1: We use x and y coordinates to identify the embedded regions. Divide the selected region into nonoverlapping block of 8×8 pixels.
Step 2: Each selected block is transform by TMT.
Step 3: Generate the random numbers using the same secret key. The sequence random numbers are used to identify extracting watermark location of C (0,1) , C (1, 0) , C (0,2) and C (2,0) .
Step 4: Compute the correlation coefficients: (12) where X represents the watermarked image and X * denotes the sequence of watermark extraction. The watermark bit is 1, if the correlation result is greater than a threshold. otherwise, the vise versa.
Step 5: Inverse Arnold transform to restore the watermark binary image.
Step 6: Generate the watermark recovery.
An optimal threshold
In order to investigate the trade-off between robustness and invisibility, the watermarked image is compressed by JPEG compression. We increase the threshold by one at a time for embedding watermark, thus we apply JPEG compression. The invisibility of watermarked image is assessed by SSIM and the resistant of extracted watermark after different attacks is measured by NC. The relationship between imperceptibility and robustness from JPEG compression is shown in Figure 2 Referring to Figure 2 , the experimental results show that the optimal value can be achieved using the tradeoff between resistant and invisible of watermarked image against JPEG compression. The proposed watermarking scheme can achieve the tradeoff between invisibility and resistant with the scale factor of 8 for the weighted watermarked images. However, the optimal threshold of Lai's scheme is 0.016 as presented in Figure 2 (a).
EVALUATIONS
This section describes the evaluation of the proposed watermarking scheme to demonstrate the watermarking performance against different types of attack. The proposed watermarking scheme is tested into eight color images with 512×512 pixels as shown in Figure 3 . Eight images are selected to test the proposed algorithm named as: "Lena", "Pepper", "Car", "Airplane", "Lake", "Tiffany", "Baboon" and "Sailboat". The binary watermark with size of 32×32 pixels is shown in Figure 4 . c k L  are taken to stabilize the division with weak denominator, where L is the dynamic range of a pixels, which is 255 for 8 bits per pixel and k 1 = 0.01 and k 2 = 0.03.
Robustness evaluation
Robustness of extracted recovery is estimated by Normalized Cross-Correlation (NC) and Bit Error Rate (BER). NC and BER are given as [19] :
where  denotes the exclusive OR operation. M and N represent the number of rows and number of columns of the watermark, ) , ( j i W  denotes watermark extraction and W(i, j) represents the original binary watermark.
Attacks
To evaluate the proposed watermarking scheme, our scheme is tested under various attacks. The consequences of the different image attacks are listed in Table 1 . 
EXPERIMENTAL RESULTS
The comparison of the watermarking performance is discussed in terms of robustness and imperceptibility. The imperceptibility of the watermarked image is measured by SSIM values. The SSIM value from the different watermarked images are depicted in Figure 5 . 1857 Figure 5 shows the SSIM values of all watermarked images. It can be checked that SSIM varies between 0.983 and o.993 with different watermarked images. The average SSIM values obtained from proposed method is about more than 0.98. The SSIM value of watermarked Baboon image is 0.993. In Table 2 , We observe that NC values are highest for the proposed technique. However, the second largest values occur for Zhang's scheme. Zhang's scheme produces better NC values against JPEG compression than our scheme. In summary, the proposed method outperforms other schemes for all cases implying that our method is more robust than another scheme. The proposed technique outperforms the other scheme under noise addition and filter attack. Moreover, Zhang's performance is better than Lai's scheme. However, for cropping centered 25%, Lai's scheme performs better than the other schemes. The comparison of robustness under different types of attack is shown in Figure 6 . NC values of extracted watermark from Lai's scheme and proposed scheme are listed in Table 3 for comparison. In Figure 6 , at the same Lena image, the proposed method achieves higher NC value than another schemes except the watermarked image was cropped 25% in the middle. As listed in Table 3 , the proposed watermarking scheme produces high robustness of watermark extraction compared to Lai's scheme. The proposed method achieves average NC value of 0.9 above on Lena image under different types of attack, while for the same image, the Lai's scheme produces NC value less than 0.9. The proposed watermarking scheme can produce high NC value when the watermarked images was added by noise attacks. For the same image, Lai scheme decrease NC values if the watermarked image was compressed by JPEG compression. The visual comparison of the extracted watermarks are shown in Table 4 after different types of attack. Visually, the proposed method can extract the watermark more clearly than the other schemes. Table 4 shows the extracted watermark that has been attacked. In the proposed scheme. the watermark extraction visually less distortion, withstands severe attacks and minimum false watermark extraction than others. Our scheme produces less resistant under cropping 25% on the middle. Overall, the proposed method can achieve robustness and the watermark visually resistant against severe attacks. The watermarked images are also tested under JPEG2000. According to Figure 7 , the proposed method seems to degrade at higher compression ratio in JPEG2000. While our scheme is still better robustness than Lai's scheme [5] and Abu's scheme [21] . The proposed method presents highest NC values for different levels of compression ratio. The results obtained from JPEG2000 as shown in Figure 7 achieve high robustness when the compression ratio is greater than 8. At the same compression ratio, Lai's scheme is not necessarily able to withstand JPEG2000 compression. Lai's scheme seems to degrade fast at compression ratio 8-18 (NC value from 0.99 to 0.92). In Figure 8 , BER values of the Abu's scheme seem to increase fast when the compression ratio is greater than 12. On the contrary, for the same image, Lai scheme produce higher bit error of watermark extraction compared to other methods. BER value of the proposed scheme is about less than 0.3, our scheme produces low bit error rates when the watermarked images are compressed by JPEG2000. BER values of the proposed method can achieve lower errors than another method. The proposed method presents resistant watermark extraction against severe JPEG2000 compression.
CONCLUSION
This paper presents a Tchebichef watermarking along the edge using YCoCg-R color space. YCoCg-R color space can effective increasing imperceptibility due to it has a good decorrelation of color pixel. In the proposed watermarking scheme, Human visual characteristic entropy is utilized for choosing the suitable blocks which has less sensitive to the human visual system. A binary watermark is scrambled by Arnold transform before inserting watermark as additional security. The watermark image has inserted randomly into C (0,1) , C (1, 0) , C (0,2) and C (2,0) of the matrix Tchebichef moment. The scaling factor of inserting watermark for this scheme has been revealed to achieve a tradeoff between invisibility and robustness. In this experiments, the proposed scheme has been evaluated under various attacks. One of the significant findings from this study is that the watermarked image provides less distortion. The proposed watermarking scheme produces an improved robustness watermark against severe attacks than other schemes. Our results revealed that the proposed scheme can produce high quality of extracted watermark under JPEG2000 attacks with high compression ratio. Our scheme produces lower BER value than other methods for severe JPEG2000 compression.
